BO Y TE CONG HOA XA HOQI CHU NGHIA VIET NAM

BENH VIEN NHI TRUNG UONG Péc 1ap — Ty do — Hanh phiic
S6: 544 /TM-BVNTW Ha Ngi, ngay 48 thangd2ndm 2024
THU MOI BAO GIA

Kinh giri: Quy cbng ty/ Nha cung cap

Bénh vién Nhi Trung uong c6 nhu cu tiép nhén bio gia dé tham khao,
xay dung gid goi thu 1am co sé th chic lua chon nha thau géi thau Mua sam
phan mém diét virus thé hé mdi va hé théng phat hién phong chéng tin cong chu
dong 16p ngudi ding EDR véi ndi dung cu thé nhu sau:

1. Thong tin cia don vi yéu cau bdo gia:

1. Bon vi yéu cu bao gia: Bénh vién Nhi Trung uong

2. Thong tin lién hé chia ngudi chiu trach nhiém tiép nhan béo gia:

- Phong Cong nghé thong tin, Bénh vién Nhi Trung uong;

- Pja chi: $6 18, ngd 879 dudng La Thanh, Péng Pa, Ha Ni;

- S6 dién thoai: 024.6273.8981.

3. Cé4ch thire tiép nhan bao gia:

- Nhin truc tiép tai dia chi: B§ phan Van thu - Tang 3 nha 15 ting Bénh
vién Nhi Trung wong; Dia chi: S6 18, ngd 879 dudng La Thanh, Pong Pa, Ha
N6i.

- Giri 01 ban excel/word vé dja chi email: p.cntt@nch.gov.vn

4. Thoi gian tiép nhén bdo gia: Trong vong 07 ngay lam viéc ké tir ngay
théng bao.

Cdc bao gid nhdn dwoc sau thoi diém néu trén cé thé khong duoc xem xét,

5. Thoi gian ¢6 hiéu luc cia béo gia: Ti thiéu 90 ngiy ké tir ngay bao gia.

1. Danh myc mua sim phdn mém diét virus thé hé méi va hé théng phat
hién phong chéng tén céng chi dong 16p ngudi ding EDR mai chio gia Chi tiét
tai Phu luc 1 dinh kém yéu ciu bao gia nay.

2. Pia diém cung c{ip hang hoa: Bénh vién Nhi Trung uong. Dia chi: sO 18,
ngé 879 Duong La Thanh, Péng Da, Ha Noi. Yéu ciu béo gis bao gdm chi phi
véan chuyén, 1ap dat va toan bd cac loai thué, phi lién quan.

3. Thanh phén va quy céch hé so béo gia:

- B4o gia theo mau Béo gi4 tai Phu lue 2.



mailto:p.cntt@nch.gov

- Tai liéu chwrmg minh vé tinh nang, thong sb k¥ thudt va céac tai liéu lién
quan dén viéc luu hanh hop phap cua hang héa.

- Gidy chimg nhén ding ky kinh doanh va xdc nhan nganh nghé ding ky
kinh doanh (néu c6)

- Kém theo két qua tring thiu ctia don vj trong vong 12 thang (néu ¢6) déi
véi cac hang hoa twong tu ma don vi chao gia cho Bénh vién.

Luu v: Bdo gid phdi dweoc ngwdi cé thdm quyen ky truc tiép trén vin bdn
gidy, khi ky van ban dimg biit c6 muwc mau xanh, khong dimg cde loai muwc dé
phai hodc dimg ddu chit ky khde sin dé ky bdo gid.

Kinh dé nghi cic Cong ty/ Nha cung cAp quan tdm va cé kha ning cung
cép gui Bao gia dé Bénh vién cé can cur xay dung Keé hoach lya chon nha thau
cho géi thau.

Trén trQngM
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PHU LUC 1

DANH MUC, SO LUQNG, TINH NANG KY THUAT CO BAN, TOI THIEU
MUA SAM PHAN MEM DIET VIRUS THE HE MOGI VA HE THONG PHAT

HIEN PHONG CHONG TAN CONG CHU PONG LOP NGUOI DUNG EDR
(Kem theo thie moi s6 . F4L./TM-BVNTW ngay 18/ 42 /2024)

1. Yéu cau vé kj thugt chung:

- Yéu cau vé chit luong san phim mdi 100%, cé ngudn gbc, xudt xir rd rang,
ding chung loai, dam bao chét lugng theo yéu ciu ciia Bén mai thau.

- Thoi han ban quyén: 02 nim.

- Quén Iy tap trung tat ca cac mdy tram, thiét bi; phin mém bio mat dau cubi;
chinh sach bao mat; theo ddi giam sat va ty déng phan img

- H6 trg agent cai dit, kha ning quan 1y cic hé didu hanh sau: Windows,
MacOS, Linux, Android, 108

- C6 co ché tich hop xéc thue SSO cho quan tri vién qua SAML

- Tich hgp canh bao thong qua syslog, Slack chat, email

- Giai phap phai c¢6 sin cic dashboard dé gidm sat nhu Agent Management
Dashboard, Incident Management Dashboard, Network Traffic Analysis (NTA)
Dashboard, Risk Management Dashboard va ¢6 thé tao thém céc dashboard theo
nhu cau thue té

- C6 co ché chia sé file cAp nhit gifta cdc mdy tram d& giam tai cho hé théng
mang
2. Yéu cau vé kp thudt cu thé:

- Trudng hop mé ta chi tiét hang héa theo dic tinh k¥ thudt, thiét ké cong nghé,
tiéu chuin cong nghé ¢d néu nhin hiéu ciia mot san phém cu thé chi dé tham khao,
minh hoa cho yéu cau vé k¥ thuit cua hang héa, nha thiu cé thé chao hang hoa
tuong duong, hodc uu viét hon vé dic tinh k¥ thuét, tinh ning sir dung, tiéu chuin
cong nghé va cac ndi dung khac (néu co).

- Yéu cau hang héa cé thong sb k¥ thuat twong duong hodc cao hon céc yéu cu
trong bang dudi day:
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ngwoi dung
EDR

khai thac diém yéu bao vé mdy tinh

- Hb trg ché db bao vé lién tuc va
lap lich ra quét cho cac hé théng
may tinh dugc bao vé

-Tuong lra bao vé may chi/may
tram cing kha nang quan 1y thiét bj
truy cdp gin ngoai nhw USB

- H5 trg sin va cung cip khi ning
tao méi cac hd so bao mat — Danh
sach bio mat dé ap dung xuéng hé
théng may tinh dugc bao vé. Téi
thiéu cac security profiles ¢6 sin
bao gém:

+ Malware profile: dinh nghia
cac loai hinh ma déc tin cong

+ Exploit profile: dinh nghia
cac hinh thirc tan cong khai thac 16
héng

+ Restriction profile: giéi han
cac két ndi mang, tép tin, thiét bi
gin ngoai, 6 dia...
- Khi nang ngin chin tin céng
khai thac 18 héng & mirc OS kernel

- Cung cip sin tinh ning may hoc
dé ngan chan cac tin cong duyra trén
hanh vi - Behavior-based threat
prevention

- Ngan chin hiéu qua hanh vi tin
cong mad hoéa dir liéu ransomware
va ¢6 cac file bdy duogc dé phat hién
cac hanh vi ma hoda dir liéu - decoy
files

- Cé kha nang ngan chin cic hinh
thirc tin céng nhu Reverse Shell,
Cryptominers, Dylib Hijacking,
Container Escaping, Brute Force,
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DLL Hijacking, Browser Exploits

- Co kha ning phéan tich cac file
nghi ngo trong méi trudng sandbox

- C6 kha ning kiém tra va ngan
chin ma ddc trén nhidu dinh dang
file dac biét nhu:

ELF Files
Office Files
Mach-O
DMG

+ APK
- C6 tinh nang twong hra cho méy
¢a nhin nhu: Windows va Mac

% Kha nﬁng thu thip dit li¢u

tir thiét bi dau cudi

- C6 kha nang thu thap dir liéu vé
cdc tap tin trén thiét bi dau cubi bao
gom:

+ Théng tin tap tin tao mai, ghi,
truy cdp, md, dbi tén hodc x6a tap
tin

+ Dudng din dy du cua tap tin 43
sira d6i trude va sau khi sira déi

+ Ham bam SHA256 va MD35 cho
tap tin sau khi sira d6i
- Cé kha ning thu thap dit liéu vé
céc tién trinh:

+ ID cua tién trinh (PID) cha
(parent process)

+ ID ca tién trinh

+ Dudng dan day du

+ DOoi s6 dong Iénh

+ Ham bam (SHA256 va
MD5)

+ Chi tiét théng tin vé chimg
chi va chit ky
- C6 kha ning thu thip dir liéu vé
cac hoat dong cua registry nhu tao,
sira d6i khoa, x6a va ddi tén key

+ Registry path cGa gia tri
ho#c khéa bj thay doi

+ Tén cia céc gia tri hodc
khoa bi thay ddi

+ + + +
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+ Dit liéu cla gia trj bi thay
doi

- C6 kha nang thu thap thong tin
vé céc giao thire mang nhur;

+ DNS request and UDP
response

+ HTTP connect

+ HTTP disconnect

+ HTTP proxy parsing

- C6 kha niing thu thap thdng tin ve
cac event logs trén thiét bi dau cudi

*¢ Kha nang diéu tra, xir ly su
cb

- C6 kha nang két hop céc di ligu
thu thép tir networks, endpoint, log
authentication dé xay dyng baseline
vé céc hoat dng cua cac ddi twrong
va phat hién cac hanh vi bat thudng

- Tich hgp sin ngudn Threat
Intelligence dé ngan chin cac két
noi tdi cac dia chi doc ha
(Malicious IP/Domain)

- Cho phép theo tac tr xa truc
tiep dén hé thong may chWmay
tram duge bao vé d€ thyc hién phan
irng, diéu tra chuyén siu thong qua
Live Terminal

- C6 kha nang cd lap hé thong
may chi/mdy tram bi tdn cbng dé
tranh 14y lan trong hé thong

- C6 kha nang lién két v6i céc
loai chién thuat va k¥ thuat MITRE
ATT & CK cua ting canh bao

- C6 kha ning xem céc tién trinh,
cdc sy kién dan dén canh bdo véi
md hinh tryc quan, ¢6 kha ning
tuong tac, di chuyen mé rong dé
phuc vu qué trinh diéu tra. Céc dir
liéu duogc phan tich ¢ thé bao gbm
cac dir ligu tir lop mang

- Kha nang phat hién tin céng
may chi/may tram dya trén da
dang dau hiéu:

+  10C (Indicator of
Compromise): IP address, hash,
domain, signature...
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+ BIOC (Behavioral Indicator
of Compromise): hanh vi hoat dong
trén may tinh

+  Correlation: trong quan tu
nhiéu ngudn két hop

- Co6 kha nang dinh nghia cac rule
phan ung tr déng cho mot canh béo
theo cac diéu kién cu thé. Cac phan
ing c6 thé nhu gui email, Assign
incident, Isolate endpoint, Run
malware scan, Retrieve File
- Cb dinh cung cap kha pang tim
klem va xem du ligu tho trén diém
cudi hodc tir ngudn cua bén thir ba
nhtr process, file, network,
registry, event log, network
connection
- C0 kha nang thu thép file tr thiét
bi cudi, may tram phuc vu diéu tra

- Co6 kha nang dinh nghia cac rule
BIOC dya trén cac hanh vi thoa
hi¢p  (Behavioral indicators of
compromise - BIOCs) dua trén cac
thong tin nhu network, process,
file, hodc registry activity
- C6 glao dién 36 hoa gitp truy
cip vao thiét bi ddu cudi tir xa de
truy cp cic file, kiém tra cac tién
trinh va thuc thi cac cau lénh cua
hé diéu hanh hay Python script

- C6 kha nang Terminate,
Suspend, Resume cac processs. CoO
kha ndng check ciac process vdi
Virustotal, ldy file hash, tai file
binary.

- C6 kha nang giri yéu céu chan
cic IP botnet, C2C xuébng thiét bi
tudng Ira thé hé méi qua External
Dynamic List {(EDL}

% C6 Kha niang phin tich m¢
réng cic canh bao tir twomg lira,
cac loai log khac
- C6 kha ning ning cdp tinh ning
tiép nhan log, canh bao tir cic giai
phap tuémg Wra thé hé mdi nhu
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Cisco, Checkpoint, Fortinet, Palo
Alto Networks

% Kha ning mé réng, ning cip
cic tinh niing bao mit ning cao
- C6 kha ning nang cip bd sung

thém céc tinh ndng nang cao

+ Host inventory: cung cép
cac théng tin vé cac ung dung,
Autoruns, Users, Disk cua cac may
endpoint cai dat agent

+ Céc 16 héng bao mat trén
cac may endpoint

+ Thu thap cac thdng tin phuc
vu qua trinh diéu tra xur ly su cd
nhu: Browser History, File Access,
Process  Execution, Command
History, Remote Access, Memory
Collections
- Co kha nang tim va x6a cac file
malware trén cac may endpoint
- C6 kha nang ning cdp tinh ning
tich hanh vi nguéi ding - Identity
analytics dé phat hién cac mi ro tir
ngwdi ding nguy hai. Panh diém
rai ro timg ngudi dung trong hé
théng
s Yéu cau vé ban quyen
- Ban quyen cho thiét bi dau cubi
- Ban quyén tiép nhian va phan
tich cac canh bao tir tudng lta va
cac ngudn log khac




Phu lyc 2 - Miu bdo gia
BAO GIA
Kinh giri: Bénh vién Nhi Trung wong

Trén co s& yéu cau bio gid cia Bénh vién Nhi Trung wong, chung t6i .... [ghi tén, dia chi ciia hding san xudt, nha cung cp; trirdng
hop nhiéu hing san xudt, nha cung cdp cung tham gia trong mot bdo gia (goi chung la lién danh) thi ghi ré tén, dia chi cua cdc thanh vién
lién danh] bao gia cho danh muc hang héa nhu sau:

1. Béo gia hang hoéa va dich vu lién quan:

Hing Nude b . Pon gia da bao
. - on vi : A
san san tinh 56 luong gom VAT
xuit xuit (YND)

Thanh tién
(VND)

Thoi gian

STT Tén hang héa Tinh néng ky thudt bio hanh

| !
2. B4o gi4 ndy c6 hiéu lyc trong vong: 90 ngay, ké tir ngdy thang nam

3. Ching tbi cam két:

- Khéng dang trong qu4 trinh thuc hién thii tuc giai thé hodic bi thu hdi Gidy chimg nhén ding k¥ doanh nghiép hoic Gidy chimng
nhan ding ky ho kinh doanh hogc cdc tai liéu tuong duong khéc; khong thude truong hgp mat kha ning thanh toan theo quy dinh cta phap
luat vé& doanh nghiép.

- Gi4 trj cua c4c tai san, hang hoa néu trong bao gia 1a phu hop, khéng vi pham quy dinh ctia phap luat vé canh tranh, ban pha gia.

- Nhitng théng tin trong bao gid 1a trung thuc.

Ha N¢i, ngay ........ thang......nam. .....
Dai di¢n hgp phap ciia hing sin xuit, nha cung cip

Ky tén, déng diu (néu cb)



